


Compliance Training



BY TELEPHONE:

24/7 Compliance HelpLine: (800) 894-3226

Corporate Compliance Office Line: (516) 465-8097

Corporate Compliance Fax Line: (516) 465-8996

BY EMAIL:

Corporate Compliance Email:
CorporateCompliance@Northwell.edu

THE INTERNET/INTRANET:

Reporting A Potential Issue: www.northwell.ethicspoint.com

Reviewing Policies:

Corporate Compliance Contacts

https://intranet.northshorelij.com/
NSLIJ/policies/Pages/default.aspx





The Code of Ethical Conduct



The Code of Ethical Conduct (cont’d)



Northwell Health’s Commitment to Ethical Conduct



all gifts from Industry, regardless of value, including food

Requires Industry representatives to visit our facilities by invitation only 
(permission must be granted by Northwell Health’s Office of Procurement 
or the Chief Pharmacy and Medical Safety Officer)

Northwell Health’s Policy on Gifts & Interactions With Industry



Northwell Health’s Policy on Gifts & Interactions
With Industry (cont’d)

Voluntary Physicians:

Voluntary physicians are covered on- and off-campus if they have 
faculty appointments or a connection to Northwell Health such as 
committee memberships or contract relationships.  

You can call 
the Office of Corporate Compliance at (516) 465-8097 if you 
have questions

must be approved before services are 
provided.
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Conflicts of Interest

Disclose A Potential Conflict If You or 
Family Members Are:





The Physician Sunshine Act



.  If the person or entity 
knowingly submits false claims to the government, then they are liable 
for penalties and damages for each false claim.  

Important Compliance-Related Federal & State Laws – The 
Deficit Reduction Act and the False Claims Acts 



Whistleblower

Policy 800.09, Detecting and Preventing Fraud, Waste and Abuse



I

#800.07
#800.09

The False Claims Act



The False Claims Act (FCA)



The False Claims Act (cont’d)

Examples of false claims include:



Fraud, Waste and Abuse

It is important to 
know that government officials are increasingly likely to take executives and other 
individuals involved in corporate fraud, waste and abuse to court. 



Fraud, Waste and Abuse

Fraud 

Waste

Abuse



Fraud, Waste and Abuse



Here at Northwell Health we do not pay for 
referrals and we do not accept payment of any kind for making or 
receiving patient referrals from other health care providers.  Instead, we 
accept patient referrals and admissions based solely on the patient’s 
medical needs and on our ability to render medically-necessary services.

The Anti-Kickback Statute



This law specifically prohibits 
physicians from referring patients to certain healthcare entities in which the 
physician or the physician’s family member has a financial interest.  

In particular, please note that Northwell Health cannot provide more than 
$392 per year in non-monetary compensation or cash equivalents to non-
employed physicians .  

The Stark Law



Excluded providers cannot bill federal or state health 
care programs, either directly or indirectly. 

Exclusion Screening For Providers



Value Based Purchasing Programs

The right care at the right time



Accountable Care Organization



Accountable Care Organization Requirements



Example:   



Example:   

Example:  



Accountable Care Organization and Patient Interaction



Accountable Care Organization Data Use Agreement



Accountable Care Organization



Accountable Care Organization and Bundled Payment for Care Improvement 
Program (BPCI)
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The Health Insurance Portability & Accountability Act 
(HIPAA)



Real World Examples:

The Health Insurance Portability & Accountability Act 
(HIPAA) (cont’d)



Protecting Our Patients’ Data
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There are 18 Elements of PHI

e

The HIPAA Privacy Rule & Elements of PHI



HIPAA is not intended to hinder patient care, but use 
reasonable precautions when sharing information



PHI may be accessed, used or disclosed only when specifically permitted by 
HIPAA. 

Treatment: 

Minimum Necessary Rule

For instance, don’t talk in hallways or visitor
access locations, lower your voice when discussing patient information in
person or over the phone, and avoid conversations about one patient in front
of other patients or their visitors.

HIPAA – Use and Disclosure of PHI



Payment:  

The law does contain some exceptions to
these general rules so be sure to contact the Office of Corporate Compliance if
you have any questions.

Friends & Family:  

Living Patient

Deceased Patient:  

HIPAA – Use and Disclosure of PHI (cont’d)



HIPAA – Use and Disclosure of PHI (cont’d)

Response Time:  

Research:  



HIPAA – Use and Disclosure of PHI (cont’d)

Immunization Records:  

Not all 

Selling / Marketing PHI:  Northwell Health has a general prohibition
against selling the PHI of patients, and it will only do so in very
limited circumstances if it has a prior written authorization from the
patient. Northwell Health must also obtain a patient’s authorization
using a HIPAA-compliant authorization form before using or disclosing
the individual’s PHI for Marketing purposes.



HIPAA – Destruction of PHI



three

HIPAA Security Rule



Technical Safeguards:

Access Control 

Emergency Access 

Automatic Logoff 

Audit Controls 

Integrity 

Person/entity authentication 

Encryption protecting PHI at rest 

Encryption in transit 

HIPAA Security Rule – Technical Safeguards (cont’d)



Use your Professional Judgment

in their professional judgment



More Important Topics



FairWarning is our patient privacy intelligence 
program that monitors our EMRs 24 hours a day

Inappropriate access of medical records can result in
disciplinary action.  
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“Identity Theft is not just a statistic; it is important to realize the numbers represent victims,

the harm is serious, and it can impact victims’ ability to get a job, rent an apartment, or go

to college.”

-Julie Fergerson, Identity Theft Resource Center Chair, Industry Expert
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Never leave a computer or any device containing PHI – or paper PHI – in a car 
overnight. You should even remove the computer, device or files from the visible 
areas of your car during short stops. It only takes a minute for a thief to break 
into your car and take the PHI.

Protecting ePHI



Use great care when emailing, faxing and mailing PHI



Northwell Policy #800.02 Release of Protected Health 
Information for Living Patients
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Faxing PHI





















Drug Diversion

illegal legal





The Emergency Medical Treatment & Active Labor Act



How To Locate Important Policies



800-894-3226 

Corporate Compliance HelpLine



Compliance Policies



Other Important Northwell Health Contacts Discussed In These 
Materials

Group Phone Number Email or Web Address

Corporate Security

¶ ·̧ ¹º » ¼ ¸½ ¹ ¾ ¿ ¿

https://intranet.northshorelij.com/NSLIJ/depa
rtments/NetworkEmerMgmt/Pages/Corporate%
20Security%20and%20Emergency%20Managem
ent.aspx

Employee Health Services ¶ ·̧ ¹º · ¹ ¼½ À ¹ ¾Á EHS@northwell.edu

Coding codingreimbursement@northwell.edu

Legal Affairs

¶ ·̧ ¹º » ¼ ¸½ ¹ ¹ · ¿
Institutional Review Board

¶ ·̧ ¹º · ¹ ¼½ » ¸ ¿ ¿
http://www.feinsteininstitute.org/professional
s/resources-for-investigators/administrative-
services/human-research-protection-program/

IS Service Desk

¶ ·̧ ¹Â Á̧ ÃÂ ¹ » º̧ ÀÁ ¿½Á ¼ Á ¼ https://intranet.northshorelij.com/NSLIJ/depa
rtments/IS/Pages/Home.aspx

Procurement

¶ ·̧ ¹º » ¾ ¹½ ¹ ¿ ·̧
ProcurementCS@northwell.edu

Public Relations Department
¶ ·̧ ¹º » ¼ ¸½ ¹Á ¿ ¸

https://intranet.northshorelij.com/NSLIJ/depa
rtments/webservices/Pages/PublicRelations.as
px




